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HNudopmanmonHas namMsaTKA 1Js 00y4ar0UXCS

C KaXIpIM TOJIOM MOJIOJICKU B MHTEPHETE CTAHOBUTCS OOJIBIIE, a
LIKOJILHUKH OJIHU U3 CaMbIX aKTUBHBIX MOJIb30BaTenei Pynera.
Mexay TeM, TOMUMO OTPOMHOI0 KOJIMYECTBA BO3MOXKHOCTEH,
WHTEPHET HEeCeT U MpoOiieMbl. DTa maMsATKa JOHKHA TOMOYb Tebe
0€30MMacHO HAXOIUTHCS B CETH.

Komnbrorepubie BUpychbl

KoMnbrorepHslil BUPYC - 3TO Pa3HOBUIHOCTh KOMIIBIOTEPHBIX IPOTpaMM, OTINYUTEIIBHOU
0COOEHHOCTBIO KOTOPOM SIBJISIETCS CIIOCOOHOCTh K pa3MHOKEHMIO. B JonosHeHne K 3ToMy, BUPYChI
MOTYT TIOBPEIUTH UJIH MTOJTHOCTHIO YHUUTOKUTH BCE (Qailiibl U TaHHBIE, ITOIKOHTPOJIBHBIE
[I0JIb30BATENI0, OT UMEHHM KOTOPOro ObliIa 3aMyllleHa 3apaXkeHHas IporpaMma, a TaKkKe IOBPEeIUTh UIIH
Jla’ke YHUUTOXKUTh ONEPallMOHHYIO CUCTEMY CO BCceMH (aiiiaMu B 11eJoM. B GonbIInHCTBE ci1ydaeB
PacIpOCTPaHSIOTCS BUPYCHI 4YepE3 UHTEPHET.

MeToabl 3alIIUThI OT BPE€AOHOCHBIX MPOrpamMm:

1. Ucnonb3yit cOBpeMEHHBIE ONEPALIMOHHBIE CUCTEMbI, UMEIOLINE CEPhE3HBIN YPOBEHB 3aLUTHI OT
BPEJIOHOCHBIX IIPOIPaMM;

2. [locTtosiHHO ycTaHaBiMBal nMadyTu (U(POBbBIE 3aIUIATKH, KOTOPbIE aBTOMaTHYECKH
YCTaHABJIMBAIOTCS C LEJIbIO JJOPAaOOTKH MPOTpaMMBbl) U Ipyrue 0OHOBJICHHS CBOEH ONepaliOHHOM
cucteMbl. CkaunBail UX TOJIBKO ¢ ounraibHOrO caita pazpadborunka OC. Ecnu cymecTByer
PEKUM aBTOMATHYECKOTO OOHOBJIEHHUS, BKJIIOUH €T0;

3. PabGotaii Ha CBOEM KOMITBIOTEPE IO IIPaBaMU MOJI30BATENS, a HE aJMUHUCTpaTOpa. ITO HE
MO3BOJIUT OOJIBIIMHCTBY BPEIOHOCHBIX MPOrPaMM HHCTAJUIMPOBATHCS HA TBOEM IEPCOHAIEHOM
KOMIIBIOTEPE;

4. Vcnionib3yi aHTUBUPYCHBIE IPOIPAMMHBIE TPOYKTHI U3BECTHBIX IIPOU3BOAUTENEH, C

aBTOMaTHYECKUM OOHOBIIEHHEM 0a3;

. Orpannub GpuU3NUECKUil T0CTYI K KOMIBIOTEPY /sl TOCTOPOHHUX JIHII;

6. Mcnonp3yil BHEIIHME HOCUTEIN UH(OpMAaLIMY, TaKue Kak (iemika, TucK win (aiis 3 HHTepHeTa,
TOJIBKO U3 TPOBEPEHHBIX HCTOYHUKOB;

7. He oTkpbiBail KoMNbloTepHBIE (haiiiibl, TOTyYEHHbIE U3 HEHAEKHBIX HCTOYHUKOB. Jlaxe Te ¢aiiisbl,
KOTOpBIE MpHCIall TBOK 3HAKOMBbIH. Jlydle yTouHU y Hero, OTIPABIISIL JIM OH TeOe uX.

9]

Ceru WI-FI

Wi-Fi - 910 He BHJI Ilepeiaun JaHHBIX, HE TEXHOJIOTHS, a BCEro JIUIIb OpeHa, mapka. Eme B 1991 roay
HUJIepIIaH/IcKas KoMmaHus 3apeructpuponaina opens "WECA", uro 0603Hadano cioBocoYeTaHue
"Wireless Fidelity", kotopsblil nepeBoanuTcs Kak "0ecrpoBoHas TOYHOCTH".

Jlo Haiero BpeMeHH JIolia aqpyras ab0peBuatypa, KoTopas sBJISIETCS TaKOH jKe TEXHOJIOruel. 1o
ab6peBuarypa "Wi-Fi". Takoe HazBanue ObUIO JaHO C HAMEKOM Ha CTaHJIAPT BBICIICH 3BYKOBOH
texHuku Hi-Fi, 4o B mepeBose o3Hauaet "BbICOKast TOUHOCTh'.

Ja, 6ecruiaTHBIN MHTEPHET-IOCTYI B Kage, OTENAX U a3pOIOpTax SBISAETCS OTIIMYHON BO3MOKHOCTBIO
BBIX0J1a B UHTEpHET. HO MHOTHE SKCIEepThl CUNTAIOT, 4TO oOmenoctynubie Wi-Fi ceT He sBistoTcs
0€30I1aCHBIMH.



MyHununanabHoe 001eodpa3oBaTelbHOE yUpesKIeHne
«MaiitHckuii MHOTONpOoQUIbHBIH JHIEH
yi. CoBerckas mom Ne 11, p.n. Maiina, MaliHckoro paiioHa, YabstHOBcKoi obmactu, 433130
Tenedon: 8 (84244)2-10-40 daxc: 8 (84244)2-10-40 E-mail: gdmainalicey2@mail.ru http: //qdmalnallcev ru
OKIIO: 25389803, OI'PH: 1027300766360 MHH/KIIIL: 7309900313/730901001

CoBeTblI 110 0€30MaACHOCTH PAa0OTHI B 001IEeAOCTYNHBIX ceTsix Wi-fi:

1. He nmepenasaii cBoro nmuuHyro uHbopmalmio uyepe3 odmenocrynubie Wi-Fi cetu. Paboras B HuX,
KeJaTeJIbHO He BBOAUTH IAPOIH JIOCTYIIA, IOTHHBI  KAKHE-TO HOMEPA;

2. Ucnonb3yit 1 0OHOBIIAN aHTUBUPYCHBIE IPOrpaMMBbl U Opanamayep. TeM cambIM Thl 00€3011aCUIIIb
ce0s OT 3aKa4yKH BUPYCa Ha TBOE YCTPOICTBO;

3. [Ipu ucnonp3oBanuu Wi-Fi otkmoun ¢pynknuro "OO0muit goctyn K ¢daiiam u npuHTepam". JlanHas
(GyHKIHMS 3aKpBITa 110 YMOIYAHHUIO, OIHAKO HEKOTOPBIE MOJIb30BATENN aKTUBUPYIOT €€ I y1o0cTBa
HCIIOIb30BaHUsI B paboTe WK yueoe;

4. He ucnonp3yii my6mmunsiii WI-FI u1s nepenaun TMYHBIX JaHHBIX, HAIIpUMeEp 7S BBIXOA B
COLIMAJIbHBIEC CETH UITU B 3JIEKTPOHHYIO MOYTY;

5. Ucnonw3yit Tonbko 3amuinennoe coenunenne uepe3 HTTPS, a ue HTTP, 1.e. mpu Habope BeO-
aapeca BBoau uMeHHO "https://";

6. B MmobunsHOM Tenedone orkiroun ¢pyakuio "[loakmrouenne k Wi-Fi aBromatudecku'. He
JIOTMyCKal aBTOMaTUYECKOT0 MOAKIIOUEHUs ycTpoiicTBa K ceTsim Wi-Fi 6e3 TBoero cornacusi.

CounajbHble CeTH

COIIHaJILHBIe CCTU aKTUBHO BXOJT B HAIlly ’)KU3Hb, MHOTHEC JIFOIU pa60Ta10T H )KMBYT TaM IIOCTOSIHHO,
a B Facebook YKE 3apCTUCTPUPOBAH MUJIIMAPA YCIIOBCK, YTO ABJISCTCA OI[HOﬁ CCHLMOﬁ BCEX JKUTEICH
IUTaHEeThl. MHOTHE ITOJIb30BaTEIN HE IIOHHUMAIOT, YTO HHq)OpMaHHﬂ, pasMCIICHHAA UMW B COLIMAJIbHBIX
CCTAX, MOXKCT OBITE Haﬁz[eHa " UCII0JIb30BaHa KEM YroaHo, B TOM YUCJIC HE 00s3aTeNnpHO ¢ OJIaruMu
HaMCPCHUAMU.

OcHOBHBIE COBETHI IO 0€30I1ACHOCTH B COIMAJBbHBIX CETHX:

. Orpanuyb crucok Apy3seil. Y T1edst B Ipy3bsiX HE TOJKHO OBITh CIIy4alHBIX U HE3HAKOMBIX JIFOJIEH;

. 3amMiai cBoro yacTHyIo ku3Hb. He yka3piBaii mapoinu, TenedoHsl, ajgpeca, 1aTy TBOETO POXKIACHUS
U APYTYIO JINYHYIO HH(pOpMaIHio. 310yMBIIIEHHUKA MOTYT UCIIOJIb30BaTh Jake HH(OPMALIUIO O
TOM, KaK Tbl ¥ TBOU POAUTEIN INIAHUPYETE NPOBECTH KAHUKYJIBI;

3. 3amminaii CBOO peryTaIuio - IEPKU €€ B YUCTOTE U 3a/1aBaii cebe BOMpOC: XOTeN ObI ThI, YTOOBI
JpyTHUE MOJIb30BaTeNN BUJIENH, UTO ThI 3arpyxaems? [logymaii, mpex/e 4eM 4To-To OImyOJIuKOBAaTh,
HaIlACaTh U 3arpy3UTh;

4. Ecnu Tbl TOBOPHILB C JIFOJABMH, KOTOPBIX HE 3HACIIb, HE UCIIOJIB3YH CBOE PEAIBHOE UMSI U APYTYIO
JUYHYI0 HHGOPMAIIMU: UMSI, MECTO JKUTEIbCTBA, MECTO yueObl U IIPOUEE;

5. N36eraii pazmerienus pororpaduii B IHTepHETE, T1Ie THI N300paKeH Ha MECTHOCTH, 110 KOTOPOH
MOXHO OIIPEAEIIUTHh TBOE MECTOIOJIOKEHUE;

6. Ilpu peructpanuu B cCOUAIbHOM ceTH HEOOXOAUMO UCIIOIB30BATh CIOKHBIE TAPOIIH, COCTOSIIIIUE U3
OykB 1 LHU(Dp U C KOJTUUECTBOM 3HAKOB HE MeHee §;

7. a5 conManbHOM CeTH, MOYTHI U IPYTUX CAaTOB HEOOXOAMMO UCIOIb30BaTh pa3Hble napoau. Toraa

ecyii TeOsI B3JIOMAIOT, TO 3JI0YMBIIUIEHHUKH MOJIY4aT JOCTYI TOJBKO K OTHOMY MECTY, a HE BO BCe

cpasy.

N —

3JIeKTp0HHbIe JACHbI'N

DNEeKTPOHHBIC IEHBIH - 3TO OYEHb YAOOHBIN CIIOCO0 TUIaTeKEe, OJTHAKO CYIIECTBYIOT MOIIICHHUKH,
KOTOPBIE XOTAT MOTYYUTh 3TH JICHBIU.

DNEeKTPOHHBIC ICHBIY TTOSIBUIIUCH COBCEM HEJaBHO M MMEHHO HM3-32 3TOT0 BO MHOTHX T'OCYAapCTBax 10
CHUX MOp HE MPOMUCAHO MPO HUX B 3aKOHAX.

B Poccun sxe oHM QYHKIIMOHUPYIOT M O HUX YK€ IIPOMKMCAHO B 3aKOHE, T UX Pa3IeisaioT Ha
HECKOJIBKO BUJIOB - aHOHUMHEIC ¥ HE aHOHUMHBIC. Pa3HuIa B TOM, YTO aHOHUMHBIC - 3TO T¢, B
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KOTOPBIX pa3peliaercs MpoBOAUTH ONepalnu 6e3 uaAeHTU(UKALIUY OJIb30BaTeNs, 2 B HEAHOHUMHBIX
UACHTU(DUKALMS [TOJIE30BATENS ABISETCA 0053aTENbHOM.

Takxe cneayeT pa3nnyarh 3JeKTPOHHBIE (hUaTHBIEC JEHBIU (PaBHBI TOCYAApCTBEHHBIM BalIOTaM) U
3JIEKTPOHHBIC HE(praTHBIE IEHBIU (HE paBHBI TOCYJAPCTBEHHBIM BATIOTAM).

OcHoBHbBIE cOBeThI 10 0e30NacHOii padoTe ¢ JIEKTPOHHBIMH JeHbIAMM:

1. ITpuBsixu K cyeTy MOOUIIBHBIHN TenedoH. ITo camMblil yI0OHBIH 1 OBICTPBIN CIIOCOO BOCCTAaHOBHUTH
nocTyn K cuety. [IpuBsizanHblil TeneoH MoMoXKeT, eciu 3a0yIelib CBOW IUIATEXHbIA apoJIb MU
3aiJelIb Ha CAT C HE3HAKOMOI'O YCTPOMCTBA;

2. Wcnonb3y#t ogHopas3oBblie napoiu. [locne nepexona Ha yCHIEHHYIO aBTOPU3ALIUIO TeOE yKe He
OyzeT yrpokaTh ONAaCHOCTh Kpaku HITU TEepexXBaTa IIaTeKHOTO Mapois;

3. BriGepu cnoxkHbIi napois. [IpectynHukam Oyner He IpoCcTo yrajarh CI0XHbIN naposb. HanexxHsle
MapOJIK - HTO TAPOIIH, KOTOPBIE COJIEpKaT HE MEHEe 8 3HAKOB M BKIIIOUYAIOT B Ce0s CTPOYHBIC U
IIPONMCHBIE OYKBBI, HU(PHI U HECKOJIBKO CUMBOJIOB, TAKUE KaK 3HAK Jl0Ju1apa, QyHTa,
BOCKJIMIIATENbHBIN 3HaK u T.11. Hanpumep, $tROng!;;

4. He BBOAM CBOM JIMUHBIE IaHHBIE HA CaiiTax, KOTOPBIM HE J0BEpsELIb.

DJIeKTPOHHAS MOYTA

DNEeKTPOHHAs MoYTa - TO TEXHOJIOTUSI U IPEIOCTABIISIEMBIE €0 YCIIYTH MO MEPECHUIKE U MOTYYEHUIO
ANEKTPOHHBIX COOOIICHMIA, KOTOPBIE PACTIPEACTSIOTCS B KOMIBIOTEPHOU ceTh. OOBIYHO AJIEKTPOHHBII
MOYTOBBIN SIIUK BBITJISIUT CIAEAYIOIIMM 00pa3oM: UMs_TOJIb30BaTEISI(@UMS_ToMeHa. Takxke KpoMe
nepeayu MPoCTOro TEKCTa, UMEETCsl BO3MOKHOCTh MepeIaBaTh (haubl.

OcHoBHBIE cOBeTHI 10 0e30nmacHOil padoTe ¢ JJICKTPOHHOH MOYTOM:

1. Hayto BbIOpaTh MpaBUIIbHBIHN TOYTOBBIN cepBHC. B HHTEpHETE €CTh OrpOMHBIN BEIOOp OeCIuIaTHBIX
ITOYTOBBIX CEPBUCOB, OJHAKO JIYYILIE JOBEPSITh TEM, KOT'O 3HACIIb U KTO IIEPBBII B PEUTHHIE;

2. He yka3pIBaii B TMYHOM no4Te JIM4YHYI0 HHpOopMaruto. Hanpumep, nydiie BbIOpaTh
"My3bIkanbHbIN  paHaT@" win "pok2013" Bmecto "temal3";

3. Mcnonp3yi IBYX3TaIllHYI0 aBTOPU3aLUI0. JTO KOrAa IIOMUMO MapoJjs HY’KHO BBOJUTH KOJ,
npucbUIaeMbiil mo SMS;

4. Boibepu cl0oKHBIN Taposib. JlJis Ka)KA0ro MOYTOBOTO SAIIUKA JOKEH OBITh CBOM HACKHBIMH,

YCTOWYMBBIN K B3JIOMY 1apOJIb;

. Ecnu ecTb BO3MOKHOCTB HAIMCATh CAMOMY CBOM JIMYHBIN BOIIPOC, UCIIOJIB3YH 3Ty BO3MOKHOCTB;

6. Mcrionp3yil HECKOIBKO MTOYTOBBIX SIIMKOB. 1IepBBIN 7151 4aCTHON MEPENUCKH € apecaTamy,
KOTOPBIM ThI IOBEPSEILb. JTO MEKTPOHHBIN aIpeC HE HAJ0 UCII0JIb30BaTh IPU PETUCTPALIMU Ha
dhopyMmax u caifTax;

7. He oTkpbIBaii (ailsibl ¥ Apyrue BIOKEHUS B MUCbMaX, Ja)Ke €CIIM OHU MPUIILTH OT TBOUX JAPY3eH.
Jlydiie yTOYHM y HUX, OTIPABIISIIN JIU OHU TeOe 3T (ailibl;

8. ITocnie okoHUaHUs pabOTHI HA TOYTOBOM CEPBHCE MEpel 3aKPHITUEM BKIIQJKH C CAaiTOM He 3a0yb
HaxaTh Ha "Beiitu".

N

KubepOy/utMHT WM BUPTYaJibHOE M3/1€BATEJIbCTBO

KubepOymnnuHr - nmpecieroBaHne COOOIIEHUSIME, COAEPKALIMHI OCKOPOJICHUS, arpecculo,
3aIyTMBaHKe; XyJIUTaHCTBO; COIMAIbHOE OOMKOTUPOBAHNUE C TIOMOIIBIO PA3INYHBIX HHTEPHET-
CEPBHCOB.
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OcHoBHbIE coBeThI 10 0opble ¢ KHOepOyJINHIOM:

1. He Gpocaiics B 60#. JIydmmii crioco0: mocOBETOBATHCS Kak ce0s BECTH M, €CJIU HET TOT0, K KOMY
MO>KHO 00OpaTUTHCS, TO BHAYAJIE YCIIOKOUTHCS. ECiin ThI HAYHENIb OTBEYATh OCKOPOJIICHUSIMH Ha
OCKOpOJIEHUS, TO TOJBKO e1lle O0JbIlIe Pa30XkKellb KOHDIUKT;

2. Yrpanisii cBoel KnubeppenyTaimei;

3. AHOHUMHOCTH B ceTd MHUMAs. CyIECTBYIOT CIIOCOOBI BBISICHUTh, KTO CTOUT 32 aHOHUMHBIM
aKKayHTOM;

4. He cTouT BeCcTH XyJIUTAaHCKHUIA 00pa3 BUPTyalbHOH )U3HH. IHTepHET (UKCUpPYET BCE TBOU

JNCHCTBUS M COXpAHIET UX. Y JAIUTh UX OyJIeT KpailHe 3aTPyTHUTEIBHO;

. Cobmroniait CBOIO BUPTYaJIbHYIO Y€CTh CMOJIONY;

6. Urnopupyit equHnuHbIi HeratuB. OJIHOPa30Bble OCKOPOUTENIbHBIE COOOIIEHMSI JTyUllle
urHopupoBaTh. OOBIUHO arpeccus MpeKpalaeTcs Ha Ha4albHOM CTauu;

7. ban arpeccopa. B nporpamMmmax oOMeHa MTHOBEHHBIMU COOOIIEHUSIMH, B COITUATIBHBIX CETAX €CTh
BO3MOYXHOCTh OJIOKUPOBKH OTIPABKH COOOIICHUI C OTpEAeNIEHHBIX aJIPECOB;

8. Ecnu TbI cBUAETENL KNOEPOYsUIMHra. TBOM NEUCTBUSA: BBICTYIIUTh POTHUB MPECIIEI0BATENS,
[I0Ka3aTh €MY, YTO €r0 JICUCTBUS OLICHUBAIOTCSI HETaTUBHO, MOJIEPKATh )KEPTBY, KOTOPOI HY>KHA
[ICUXOJIOrHYECKast IOMOILb, COOOLIUTH B3POCIBIM O (PAKTE arpecCUBHOIO TIOBEJICHUS B CETH.

W

MoOnibHbl Te1e(oH

CoBpemenHble cMapTHOHBI U IIIAHIIETHI COAECPKAT B cede BIOJIHE B3POCIbIA (DYHKIIMOHAT, U TENEPh
OHHM MOTYT KOHKYPUPOBAThH CO CTAIIMOHAPHBIMU KOMITbIOTepaMu. OJIHAKO, CPEICTB 3AITUTHI JJIs
MOIOOHBIX YCTPOMCTB MOKA OUYEHBb Maslo. TeCTUPOBAHUE U TMOUCK YSI3BUMOCTEH B HUX MPOUCXOJIUT HE
TaK MHTEHCUBHO, Kak 17151 [1K, To jxe camoe kacaeTcst 1 MOOMIIBbHBIX MPUIIOKEHUMN.

CoBpeMeHHbIE MOOHMIIbHEIE Opay3ephl y:ke MPAKTUUIECKH TOTHAIH HACTONBHBIC aHAIOTH, OJTHAKO
pacimpenre pyHKIIMOHaIa BIeYeT 32 COO0H OOJBIITYIO CIOKHOCTh M MEHBIIYIO 3aIUIIIEHHOCTD.
Jlaneko He Bce MPOU3BOIUTENH BBITYCKAIOT OOHOBIIEHUS, 3aKPBIBAIOIINE KPUTHUECKHUE YSI3BUMOCTH
JUISI CBOMX YCTPOMCTB.

OcHOBHbIE COBETHI AJ1 0€30IACHOCTH MOOHJILHOTO TeJIe(l)OHai

Huuero He siBnsieTcs mo-HacTodAeMy OecriaTHbIM. byb ocToposkeH, Beslb Korja Tede mpeaiaraiT
OecrulaTHbI KOHTEHT, B HEM MOTYT OBITh CKPBITBI KaKHe-TO IUIATHBIE YCIYTH;

Hymaii, mpexzae uem otnpaBuTbh SMS, ¢oto wim Bugeo. Trl TOUHO 3HACIIB, T/I€ OHU OYIYT B
KOHEYHOM UTOre?

Heo0xo1muMo 0OHOBIIATE ONEPallMOHHYIO CUCTEMY TBOEro cMapTdoHa;

Vcnonb3yit aHTUBUPYCHBIE TPOrPaMMBI 1151 MOOUJIBHBIX TeNe(OHOB;

He 3arpy>xaii mpuiio)keHHs OT HEU3BECTHOI'O UCTOYHHKA, BE/Ib OHU MOT'YT COJEPKaTh BPEJOHOCHOE
porpaMMHOe oOecrieueHue;

[Tocne TOro Kak ThI BeIMIENIb C caiiTa, I/ie BBOJAWI JIUUYHYI0 HH(POPMAIHIO, 3l B HACTPOHKHU
Opayzepa u ynanu cookies;

[lepuoanuecku npoBepsii, KakKe IUIATHBIE YCIYTH aKTUBUPOBAHbI HA TBOEM HOMEPE;

JlaBaii cBOif HOMEp MOOMIIBHOTO Tene(oHa TOIBKO JIOIIM, KOTOPBIX ThI 3HACIIb U KOMY JIOBEpSEIllb;
Bluetooth nomkeHn ObITh BBIKIIIOUEH, KOTJIa ThI UM He ToJib3yelbes. He 3a0biBaii nHOT1a MPOBEPATH
3TO.
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Online urpwel

CoBpeMeHHbIE OHJIAIIH-UTPBI - 3TO KPAaCOYHBIE, 3aXBAThIBAIOIME Pa3BICUCHMsI, 00BETUHSIIOIINE COTHH

TBICSIY YEJIOBEK 110 BceMy MUpY. Irpoku nccinenyroT JaHHbIM UM MUD, OOILIAIOTCS APYT C IPYTOM,

BBINOJIHAIOT 33/1aHUs, CPAXKAKOTCSI ¢ MOHCTPAMH U IOJIYYatOT OMBIT. 32 yJJOBOJIBCTBUE OHU IJIATAT:

MOKYNAIOT JUCK, OTUIAYMBAIOT aDOHEMEHT WJIH MPHOOPETAIOT KaKUe-TO OILUH.

Bce 3t cpenctBa uayT Ha noaJiepkaHue U pa3BUTHE UIPHL, @ TAKXKE HA caMy 0€30MaCHOCTb:

COBEPIIEHCTBYIOTCS CUCTEMbI aBTOPU3AIMH, BBIITYCKAIOTCS HOBBIE MaT4d (IU(POBbIE 3arIaTKy s

IIpOrpamMM), 3aKpbIBAOTCSI YSI3BUMOCTH CEPBEPOB.

B nogo0HBIX UTpax CTOUT OMAacaThCs HE CTOIBKO CBOUX COMIEPHUKOB, CKOJIKO KPaXXH TBOETO MapoJIs,

Ha KOTOPOM OCHOBaHa CHCTEMa aBTOPU3aLUK OOJIBIINHCTBA UTP.

OCHOBHBIE COBETBI 110 0€30I1aCHOCTH TBOEI'O UTPOBOI'0 aKKAYHTA:

1. Ecin ipyroii urpok BeneT cedst I0X0 WM co3JaeT Te0e HEMPUATHOCTH, 3a0JI0KUPYH €ro B CIIHUCKe

UTPOKOB;

2. [Toxanyiicsd aAMUHUCTPATOPaM UI'PbI HA IUIOXOE [TOBEJICHHE ITOI0 UTPOKA, JKEJIATEIBHO MPUIIOKHUTD
KaKHe-TO JI0Ka3aTeIbCTBa B BUJI€ CKPUHOB;

. He yxa3piBaii muuHyto uHpOpMaLuio B podaiiae urpsl;

. YBaxail Ipyrux y4acTHUKOB I10 UTpE;

. He ycranaBnuBaii HeouaabHble MaTYd U MOJbL;

. Mcrionb3y# CII0KHBIE U pa3HbIC NTAPOJIHU;

. Jlaxce BO BpeMs UT'PbI HE CTOUT OTKJIIOYaTh aHTUBHUpPYC. [10Ka Thl Urpaellb, TBOW KOMIIBIOTEP MOTYT
3apa3uTh.

NN L B~ W

@OUIIUHT WIN Kpazka JUIHBIX JaHHbIX

OObIuHOM Kpaskel IeHeT U TOKYMEHTOB CErO/IHs Y>K€ HUKOTO He YAUBHUIIb, HO C pa3BUTHEM HHTEPHET-
TEXHOJIOTUH 3I0yMBIIIJIEHHUKN IEPEMECTUIINCH B UHTEPHET, U MPOIOJIKAIOT 3aHUMAThCS " TH0OMMBbIM"
JIEJIOM.

Tak nosiBuiIach HOBasi yrpo3a: MHTEPHET-MOIIEHHUYECTBA WK (DUIINHT, TJIaBHAas 11eJIb KOTOPOTro

COCTOUT B MOJIyYeHUH KOH(PHIESHIIMAIBHBIX JaHHBIX IOJIb30BaTelNel - JOrMHOB U napoieil. Ha

aHrauiickoMm si3bpike phishing untaercs kak ¢pumuHr (ot fishing - peiOHas noBis, password - Maposs).

OcHOBHBIE COBETHI 10 O0pbOE € PUIINHTOM:

1. Cnenu 3a cBouM akkayHTOM. Eciiy ThI moi03peBaeliib, 4To TBOSI aHKETa Obljia B3JI0OMaHa, TO
HE00X0AMMO 3a0JI0KUPOBATh €€ M COOOIIUTh a]MUHUCTPATOpaM pecypca 00 3TOM Kak MOKHO
CKopee;

2. Ucnionb3yit Oe3onacHble BeO-CailThl, B TOM YHCIIe, MHTEPHET-Mara3nHoB U TIOMCKOBBIX CUCTEM;

. Ucrionw3yit cioxHbIe B pa3Hbie apoiu. TakuM o0pa3om, eciu TeOs B3IIOMAIOT, TO

37IOYMBIIIJICHHUKH MOTYyYaT JOCTYH TOJBKO K OHOMY TBOEMY NMPO(MUITIO B CETH, a HE KO BCEM;

4. Ecnu Te0s1 B3mOMaH, TO HE0OOXO0AMMO MIPEAYIPEANTh BCEX CBOMX 3HAKOMBIX, KOTOPHIE JOOABIEHBI Y
TeOs B IPY3bsIX, O TOM, YTO T€Os B3JIOMAIU M, BO3MOXHO, OT TBOETO UMEHH OYZET pacchliaTbCs
CIaM U CChUIKH Ha (PUIIMHTOBBIE CaNThI;

5. YcranoBu HaznexHbIi napons (PIN) Ha MOOMIIBHBIN TenedoH;

6. OTKJIIOYM COXpaHEHHUE Maposis B Opaysepe;

7. He oTkpbIBaii (ailsibl ¥ Apyrue BIOKEHUS B MHUCbMaX, Ja)Ke €CIIM OHU MPUIILTH OT TBOUX JAPY3eH.

Jlyyiie yTOYHM y HUX, OTIIPABIISUIN JIU OHU TeOe 3TU (ailibl.
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Hudposas penyrauus

udposas penyranus - 5T0 HeEraTUBHAS WM NO3UTUBHAsI MH(OpMaLKs B ceTH O Tebe.
Komnpomerupyromas napopmarus, pa3MerieHHas B ”HTEpHETe, MOXKET CEphE3HBIM 00pa3oM
OTPa3UThCS HA TBOCH peanbHOM ku3HU. "LludpoBas pemyraius” - 3T0 TBOH UMUK, KOTOPBIN
bopmupyercs u3 uapopmaiu o Tede B UHTEPHETE.

TBoe MecTo KUTENbCTBA, yueObl, TBOE (PMHAHCOBOE MOJI0KEHUE, OCOOEHHOCTH XapaKTepa U paccKa3bl
0 OJIM3KHUX - BCE 3TO HAKAIUIMBAETCS B CETH.

MHorue noapoCTKH JIETKOMBICJICHHO OTHOCSTCS K MyOJIMKauu Tu4Hoi nHopmanuu B IHTepHeTe,
HE MOHUMAasi BO3MOXHBIX MOCTEeICTBUMA. ThI 1axe HE CMOXKEIIb J0raaThCcs O TOM, 4TO (poTorpadus,
pa3MelnieHHas 5 JIeT Ha3al, cTajla MPUYMHOM 0TKa3a NPUHATH Te0s Ha paboTy.

KommenTapuu, pazmemenue TBoux Gororpaduii 1 qpyrue 1eiHCTBUS MOTYT HE UCUE3HYTh JJaKe IOCIIe
TOTO0, KaK Thl UX YAATUIlIb. Thl HE 3HACIIb, KTO COXPaHWJ 3Ty UH(OpMaIIHIO, Tonaia i1 OHa B
MIOMCKOBBIC CHCTEMBI M COXPAHMUJIACh JIM OHA, & TJIABHOE: YTO MOJAYMAIOT O TeOe OKpPYKaIOIIHE JIIO]IH,
KOTOpbI€ HAWAYT U YBUAAT 3T0. HaliTu mHbOpMAaIiio MHOTO JIET CITYCTSI CMOXKET JTI000H - Kak U3
TOOPBIX TTOOYXKICHH, TAK U C HAMEPEHUEM NIPHYUHHUTD BPel. DTO MOXKET OBITh KTO YTOJIHO.

OcHoBHbIE cOBETHI 10 3alMTe HM(POBOH penyTanuu:

1. [Tonymaii, mpexxie ueM 4To-To MyOIMKOBaTh U MepeiaBaTh y ceds B OJ0re WK B COLIMATBLHON CETH;

2. B HacTpoiikax npo¢uiIsi yCTAHOBU OTPAHUYCHUS HA TIPOCMOTP TBOETO IPOMHUIIS U €T0
COJIEPKUMOT0, ClIeNIail €ro TOJIBKO "1t npy3ei';

3. He pa3memaii 1 He yka3piBail ”HPOPMAIIMIO, KOTOPasi MOKET KOTO-JIHO0 OCKOPOJISATH UIH OOMKATh.

ABTOpPCKOE PaBo

CoBpeMeHHbIE HIKOJbHUKY - aKTUBHBIE MTOJIb30BaTeNU IM(PpoBOro npocrpancTBa. OAHAKO 1alIeKo He
BCE 3HAIOT, YTO MOJIb30BaHUE MHOIMMH BO3MOXHOCTSIMU IIU(PPOBOTO MHUpa TpeOyeT coOI0ieH s ITpaB
Ha MHTEIJIEKTYAJIbHYIO COOCTBEHHOCTbD.

TepMmuH "HHTEUIEKTYyalbHAst COOCTBEHHOCTD'" OTHOCHUTCS K Pa3IMYHBIM TBOPEHHUSIM UEI0BEYECKOTO
yMa, HAYMHas ¢ HOBBIX M300pETEeHUH U 3HAKOB, 0003HAYAIOIUX COOCTBEHHOCTh Ha MPOAYKTHI U
YCIIyTH, ¥ 3aKaHYMBasi KHUTaMH, poTorpadusiMu, KWNHOQUIbBMaMH U MY3bIKJIbHBIMU
IIPOU3BENECHUSMU.

ABTOpCKHE ITpaBa - 3TO IIpaBa Ha HHTEJJIEKTYaJIbHYI0 COOCTBEHHOCTh Ha MPOU3BEICHMS HAYKH,
JUTEPATyphl U UCKYCCTBA. ABTOPCKHE MPaBa BBICTYNAIOT B KAYECTBE FapaHTUU TOTO, YTO
MHTEJJIEKTYaJIbHBIH/TBOPUECKUN TPYA aBTOpa He OyAET HallpacHbIM, IaCT €My CIIPaBeIMBbIE
BO3MOKHOCTH 3apaboTaTh Ha pe3yibTaTax CBOETO TPY/la, MOJYYUTh U3BECTHOCTH U Mpu3HaHue. Hukro
0e3 pa3pelleHns: aBTOPa HE MOXKET BOCIIPOU3BOIUTh €0 IPOU3BEAECHUE, PACIIPOCTPAHSATD, TyOJINYHO
JI€MOHCTPHPOBATH, IPOJIaBaTh, UMIIOPTUPOBATH, MyCKATh B MPOKAT, ITYOJIUYHO UCHOIHSTD,
MMOKa3bIBaTh/UCHIONHATH B 3upe miu pazmemiats B IHTepHere.

Hcnonp3oBanue "mUpaTcKoro” MporpaMMHOIO 00ecrieYeHusl MOXKeT IPUBECTH K MHOTUM PUCKaM: OT
MOTEPH JIAHHBIX K TBOMM aKKayHTaM JI0 OJIOKUPOBKHU TBOETO YCTPOMCTBA, I'/Ie yCTaHOBJIEHA
HeJserajgbHas nmporpamma. He cTouT Takske 3a0bIBaTh, 4TO CYLIECTBYIOT JIETaldbHbIE U OECIUIaTHBIE
MIPOrpaMMbl, KOTOPbIE MOKHO HalTH B CETH.

O nopraJjie
CeteBu4oK.p( - TBOH TJIaBHBIN COBETYHK B CETH. 3/1€Ch Thl MOXKEITh y3HATh 0 0€30MacCHOCTH B CETH

MOHATHBIM U IOCTYITHBIM SI3BIKOM, a IIPU BO3HUKHOBEHUH KPUTUYECKOW CUTYalluu OOpPaTUTHCS 3a
COBETOM. A TakKe MPUHATH y4acTHe B KOHKYpCaX U CTaTh CaMbIM LHU(POBBIM IpaxkaaHUHOM!



